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Welcome to…

E-Safety for Parents
Ashley Rolfe

Education Child Protection Ltd.

Education Child Protection Ltd.

Education Child Protection Ltd.

Education Child Protection Ltd.
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Make videos private by adjusting 

‘Broadcast and Sharing Options’

In ‘Edit your Profile’, change the

‘Posts are Private’ feature to ‘On’

Limit posts to be seen by

‘friends’ and not ‘public’

Click ‘Protect my Tweets’ so only

approved users can see them

CEOP

Child Exploitation Online Protection Centre 

Education Child Protection Ltd.

www.ceop.police.uk www.thinkuknow.co.uk

When should I report to CEOP…?

Maybe inappropriate 

chat messages you are 

receiving

If you are being asked to 

do something 
that makes you 

feel uncomfortable

If someone is being

insistent on 

meeting up

Someone acted 

aggressively or

threatened you 
online, or another child 

you know

CEOP receives on average 50 reports a day

Education Child Protection Ltd.

Parents

Child Exploitation Online Protection Centre  (CEOP)
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Education Child Protection Ltd.

Child Exploitation Online Protection Centre  (CEOP)

Parent and 

Carer

PRIMARY

AGED CHILDREN

Keeping ourselves safe…

Never give out your Top Secrets Keeping ourselves safe…
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Keeping ourselves safe… Keeping ourselves safe…

Keeping ourselves safe…

Daddy Penguin made Archie learn a 

new song about how to keep safe on 

the laptop

Before you 

click, click, 

click

You need to 

Think, 

Think, Think

And TELL 

Someone

Education Child Protection Ltd.

UK average age - first mobile phone  : 8 years

81% of UK’s teenagers own a smartphone

‘Jigsaw’

8-11 yr olds

‘Animal Magic’

4-8 yr olds

‘Exposed’

11-18 yr olds

There are education programs for all 

primary and secondary year groups, 

including age-appropriate films to show the children.
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Education Child Protection Ltd.

Favourite Games

Education Child Protection Ltd.

If we look at Moshi Monsters…..

They have no direct chat, but the forums are very popular,

especially as children get older…

They don’t let children use real names, and 

parent’s email must be used at all times…

In chats, Moshi Monsters only allow SAFE WORDS…

GROOMING

Online sexual abuse is commonly conducted via 

webcams, instant messenger applications (such 

as Skype) and social networking sites

Terre des Hommes

(children’s charity) 

carried out a sting, 

posing on video chat 

rooms as "Sweetie", 

a 10-year-old Filipina 

girl. Some 20,000 men 

contacted her, with 

1,000 found to have 

offered her money. The 

names of these men -

including 110 Britons -

were passed to police.
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Education Child Protection Ltd.

Friendship

Flattering a child 

into talking in a private 
chatroom/game where 
they will be isolated 

The child will often be 
asked for a non-sexual 
picture of themselves

Online grooming: The five stages

Education Child Protection Ltd.

Forming a relationship

Gaining information
asking the child what problems 

/needs they have to create the 
illusion of being their 

best friend and that they can help 

They begin to fill the needs of the 
child 

Online grooming: The five stages

Risk assessment

Asking the child about 

the location of their 
computer/tablet and who 
else has access to it 

in order to assess the risk of 
being detected. The desire is to 
create situations where 
they are alone together 

to help reinforce a 

special connection
Education Child Protection Ltd.

Online grooming: The five stages

Education Child Protection Ltd.

Exclusivity

Building up a sense of 
mutual love and trust 
with the child 

suggesting that they can 
discuss "anything" 

Education Child Protection Ltd.

Online grooming: The five stages

Education Child Protection Ltd.

Sex talk

Engaging the child in 
explicit conversations
& requesting sexually 
explicit pictures from 
them

At this stage the predator 
will usually try to 

arrange a meeting 
with the child

Education Child Protection Ltd.

Online grooming: The five stages

APPS
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App Quiz

Education Child Protection Ltd.

App Quiz

Facebook Twitter Tinder Happn Minecraft

PlentyofFish Instagram Tumblr Twitch Meowchat

Snapchat Vine Omegle Oovoo Tango

Skype Wiper Ask.fm Spotify Periscope

Education Child Protection Ltd.

Chat (2)

Kik

Kik is an instant 

messaging app which 

lets you share 

messages, photos, 

games and news, or 

organise events.

Hangouts 

Google Hangouts is a 

platform by Google 

which includes 

instant messaging, 

video chat and SMS 

features.

Facebook Messenger

Is an app which 

allows users to 

communicate with 

their friends from 

their Facebook 

account or 

phonebook.

Wiper

Wiper is a free 

messaging service. 

Texting you can 

erase from your 

friends’ phones, plus 

encrypted messages
WeChat

WeChat is an app 

which lets you send 

and receive texts, 

voice messages and 

video calls.

Video 

(Live Streaming)

Periscope
Periscope is a live 

video streaming app. 

Allows you to send 

direct live video feeds 

to your Twitter 

followers

Meerkat
Meerkat is a live-

streaming app where 

streams are pushed to 

followers in real time 

via push notifications.

Everything is live. 

Offers a leader-board

You Now
Tap ‘Go Live’ and 

you’re on! Broadcast 

to a live audience, 

expand your social 

media following, 

comment on videos 

and buy virtual gifts

Education Child Protection Ltd.

Twitch
Twitch is a live video 

game website. You can 

watch playbacks of 

games being played by 

other people. You can 

also live stream your 

own games, and chat 

to other gamers.

Video 

(Live Streaming)

Social Networks

(Pictures)
Instagram

Instagram  is a 

picture and video 

sharing app. Users 

can post content and 

use hashtags to share 

experiences, 

thoughts or 

memories with an 

online community.

Snapchat

Snapchat is an app 

that lets you send a 

photo or short video 

to your friends. The 

‘snap’ appears on 

screen for a matter 

of seconds before 

disappearing.

PopJam

PopJam is a creative 

website for children 

and young people. 

You can share 

drawings, photos and 

audio messages with 

friends and other 

people.

Flickr

Flickr is an online 

photo sharing site. 

You can share your 

own pictures and 

follow other people.

Secret Folders

Education Child Protection Ltd.
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Child Exploitation Online Protection Centre  (CEOP)

91% of children aged 2 - 17 play video games

Education Child Protection Ltd.

Parents don’t 

see these 

devices as 

‘computers’, 

and children

don’t see 

gaming as an 

issue 

ie. Sharing 

personal 

information

Education Child Protection Ltd.

Very strong violence

Frequent strong/very strong language

Strong portrayal of sexual activity

Scenes of strong sexual violence

Strong horror

Strong blood and gore

Real sex 

Drug taking

Discriminatory language or behaviour
Education Child Protection Ltd.

Education Child Protection Ltd.

24 hours a day, 7 days a week, 365 

days a year

No safe place, hard to escape

Bully can be anonymous

Doesn’t empathise with victim

Easily shared with an audience and 

has the ability to go viral in seconds

2014

What should I do if my child is being bullied 

online? 

Report information to your childs school.   

Speak up

Save the 
evidence

Report

Try not to 
respond

Block the 
Bully

Be aware 
of what 

you share

S-Start

T-Telling

O-Other

P-People 
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Tell the HeadTeacher

Under new laws, the head teacher 

of a school now has the power to 

“enable them to police cyber-

bullying carried out by pupils – even 

at home”

Tell CEOP

If you think it is worthy of a CEOP 

report, then the police will listen 

to your problems and investigate 

accordingly

Call ChildLine….

Education Child Protection Ltd.

Education Child Protection Ltd.

ASL

POS or 

MOS

IRL or 

LMIRL

Language Children 

Use Online..

‘Age, Sex, Location’

‘Parent over 

Shoulder’ or ‘Mum 

over Shoulder’

‘In Real Life’ or 

‘Let’s Meet in     

Real Life’

MAKING THINGS 

SAFER

Making things safer….

•Block websites – stop your kids from 

seeing inappropriate content

•Set time limits – manage how long your 

children spend online

•Get instant alerts – get email or text 

alerts when your kids try to view blocked 

sites or post confidential information

•Social networking tools – control the use 

of social networks like Facebook and 

Twitter and set up text alerts if personal 

information is posted

Making things safer….
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•YouTube filtering – a unique technology 

to prevent exposure to unsuitable 

content

•Usage reports – review your children's 

online activity from anywhere in the 

world

As well as parental controls.

•Advanced spam filtering – with image 

blocking to protect children from 

offensive content

•BT Cleanfeed – blocks sites classified as 

illegal by the Internet Watch Foundation

•Access to our internet abuse 

prevention team – for children or 

parents to report any concerns

Making things safer….

These will allow you to prevent children from 

accessing certain sites – but they are not a 

completely full-proof system

Making things safer….

Parental controls for tablets / smartphones are 
available too – as always, try them and see which 

works best for you and your family

Making things safer…. Making things safer….

Making things safer…. Making things safer….
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Making things safer…. Making things safer….

Simple checklist for parents:

Open and honest dialogue – show an interest and learn

about what your child does online

I have visited www.thinkuknow.co.uk with my child
(I have bookmarked the CEOP website and told my child 

what is there)

Set specific boundaries and rules for your child –

and change them according to their age!

Advertise yourself as one of the people your child can turn 

to – without being chastised…

Education Child Protection Ltd.

Education is better than saying to your child 

“you are not doing this anymore…”

Welcome to…

E-Safety for Parents
Ashley Rolfe

Education Child Protection Ltd.

Education Child Protection Ltd.


